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NACHA File Support Information

This help document is intended to provide additional information about NACHA files for your 
information and for common bank questions.

General Information

What is NACHA?
NACHA (formerly National Automated Clearing House Association) is a not-for-profit organization that 
along with the Federal Reserve establishes the rules for processing ACH (Automated Clearing House) 
transactions. Additional information about NACHA is available on their web site, www.nacha.org.

What is a NACHA file?
A NACHA file is a file formatted to comply with the specification established by NACHA. A typical 
NACHA file would look like this:

What is the role of DESTWIN in this process?
NACHA considers DESTWIN to be third party services provider.

What is the role of the Fuel Dealer in this process?
NACHA considers the Fuel Dealer to be the Originator.
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Common Bank Questions

Do you (The Fuel Dealer) collect this data and make up the ACH file yourself, or is there a third party 
that does that?
Data is collected within the DESTWIN Fuel Dealer Solution (“FDS”) online portal from submissions 
(payments) by your customers. The DESTWIN FDS generates the file that you then save to your local 
systems and submit to your bank through whatever process is established between you and your 
bank. As noted above, NACHA considers DESTWIN to be a third party services provider in this 
process and you, the Fuel Dealer, to be the Originator.

Does Customer (Fuel Dealer) clearly and conspicuously state disclosures and terms associated with 
WEB entries?
Below is a screen shot of a portion of the standard Make a Payment page inside the customer portal 
with the eCheck payment option selected. The text in the yellow box describes in general how you can 
add content to this page.
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Additional content can be added to 
this page in this general position at 
the Fuel Dealer's discretion including 
any additional disclosures or terms 
deemed appropriate by the Fuel 
Dealer or the Fuel Dealer's bank.

Additional content can be added to 
this page in this general position at 
the Fuel Dealer's discretion including 
any additional disclosures or terms 
deemed appropriate by the Fuel 
Dealer or the Fuel Dealer's bank.



Is there a mechanism in place for the Consumer to consent to disclosures and terms?  Describe.
In the the screen above language like:
By clicking on the Submit button below, Customer agrees that he / she has read and agrees to the 
disclosures and terms as described.
can be added.

Is the Consumer offered the ability to print and retain a copy of the disclosures and terms offered at 
the time of the transaction?
The Consumer may use the Print functions within their web browser to print the page.

Is Customer (Fuel Dealer) able to supply a copy of the original disclosure and terms if Consumer 
requests at a later date, perhaps a year later?
Yes, the receipt is archived as an Adobe Portable Document Format (“PDF”) file.

If recurring payments, will disclosure include language such as “first time acceptance of the terms of 
this agreement applies to any future changes to the agreement as well?
The DESTWIN FDS will display the terms, conditions, and disclosures as provided by the Fuel Dealer.

For recurring payments only, does Customer (Fuel Dealer) disclose the notification method to revoke a 
payment authorization? 
The DESTWIN FDS will display the terms, conditions, and disclosures as provided by the Fuel Dealer.

For recurring payments does the system provide an online method for revoking recurring payments?
Yes, this is a standard option.

How will Consumers’ authorization be obtained over the Internet?
The DESTWIN FDS obtains an electronic signature when the customer clicks on the Submit button on 
the relevant page.

Can the Consumer easily read the authorization language displayed on a computer screen or other 
visual display?
Yes – see screen shot above.

Is the Consumer prompted to print the authorization and retain a copy?
The DESTWIN FDS has a standard option to display a PRINT button on the receipt. The Fuel Dealer 
can supply text for a prompt associated with this button.
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How will the identity of the Consumer be authenticated?
Fuel Dealer Customers must log in to their account, (see screen shot below). The first time a customer 
logs in they must know their account number and some other information about their account, usually 
their house number on their street address that they will use as their initial password. After they 
successfully log in for the first time they are required to change their password.

Does the authentication method chosen not only identify the Consumer but also demonstrate the 
Consumers’ assent to the authorization?
No, not directly. The customer assent to authorization may be addressed on the Make a Payment 
page.

What procedures will Customer (Fuel Dealer) employ to verify the validity of Receiving Bank routing 
numbers?
A check-sum verification is performed on the routing number.

Does Customer (Fuel Dealer) have a SAS-70, other external audit or internal audit performed 
annually?  Please provide copy.
NACHA rules do not require a SAS-70 audit of third party services providers. DESTWIN can provide 
records of PCI-DSS Compliance questionnaires if requested. Your bank may require certain 
procedures and audits of you.
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Do the Audit procedures performed ensure commercially reasonable practices for the following:
  Physical security to protect against theft, tampering, and damage? Yes
  Personnel access controls to protect against unauthorized access and use? Yes
  Network security to ensure secure capture, storage, and distribution? Yes

For all security and audit related questions:
DESTWIN does not retain records of payment transactions on its servers. As described above, 
DESTWIN can provide records of PCI-DSS Compliance questionnaires. Your bank may require audits 
and security policies of you directly.
 
Encryption

An SSL Certificate is installed on your web portal and AES-256 encryption (Advanced Encryption 
Standard 256 bit) is in place. A sample screen shot is below.

DESTWIN is a registered trademark and “Fuel Dealer Solution” is a trademark of DESTWIN, LLC.
All other trademarks are the property of their respective owners.
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