This document describes how to get to the screen to view your Autnorize.net API Login ID and to reset your
Transaction Key.
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The Autharize Met kKnowledge Base, located at

ANNOUNCEMENTS ———— 9 hittpeirenes autharize. netihelp, provides comprehensive answers ta
3210 New virtually any custamer support question, as well as useful links to
Important CIM Enhancements video demos, help files and information on contacting us. We
22EM0 New stronaly recommend using the Knowledge Base anytime vou need
Authorize.Met Abandoned Account Fee help.

Adjustment

1 ,;:3,.1 0 Authorize.Net Verified Merchant Seal™

New Video Demos Available Now When displayed onyourWeb site, our free Verified Merchant Seal
12110 increases customer canfidence that their transactions are heing
Fraudulent Sites and Phishing Scams processed according to the highest security standards.

TOOLS

Virtual Terminal PRODUCTS & SERVICES

Upload Transactions

Recurring Billing

Fraud Detection Suite
Custorner Inforrmation Manager
Zimple Checkout

REPORTS

Transaction Detail
Transaction Statistics
Returns

Motice of Change
QuickBooks Download

SEARCH

Search by Batch
Search by Business Day
Unsettled Transactions
Suspicious Transactions

eCheck.Net®

Offeryour custamers an additional payment option. eCheck et
enables you to accept and process electronic check payments
directly from your Web site, Virtual Terminal or Batch Upload.

Automated Recurring Billing™ {ARB)

ARB enables you to create "subscriptions” for recurring billings.
Simply enter the customer's payment information, billing amount,
and a specific hilling interval and duration. ARB autormatically
generates the subsequent recurring transactions for you!

Advanced Fraud Detection Suite™ {AFDS)

The Advanced Fraud Detection Suite safeguards wour account using
pivweful transaction filters and IP address toals to identify and
prevent suspicious transactions. Flexible settings allow you ta

ACCOUNT customize the transaction filters to meet your unigue husiness
) needs.

e ant Peofile

Billing Inform

Customer Information Manager (CIM)

ClIn allowes you to store your customers' sensitive payment
infarmation on our secure servers, simplifying payments for
returning customers and recurring transactions. It can also help you
camply with the Payment Card Industry (PCI) Data Security Standard,
since custamer data is no longer stared lacally,

Statements
Verified Merchant
User administration
User Profile

THIRD-PARTY SOLUTION
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Authorize.net home page after Merchanﬂ:egin

Step 1
Click on the Settings link.
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Settings Settings Help

The following sections provide access to your payment gatewsay integration and Merchant Interface
settings. Faor help with configuring these settings, click the Help link in the top right corner of each settings
page.

Transaction Format Settings

Transaction Submission Settings

Wirtual Terminal Upload Transaction File Format
Payrnent Farrm
Transaction Responge Settings

Transaction Yersion Receipt Page

ResponseiReceipt URLS Relay Response

Silent Post URL Direct Response

Email Receipt ECS Customer Response
Fecurity Settings

Basic Fraud Settings

Card Code Verification Address Werification Serice

Dhaily Yelocity Cardhalder Authentication

General Security Settings

Test Maode MDE-Hash

Password-Fequired Mode File Upload Capabilities

Enable YWeblink Connection Method APl Login ID and Transaction Key

Business Settings

General Information Settings

Transaction Cut-Off Tirme Tirne Fane
QuickBooks Download Report Seftings

Termz of Use | Priwacy Paolicy

2008, 2010, Authorize. Met is a negistened trademark of CyberSource Corporation.
Al other marks are the property of their respective owners. Al rights resenved.

| Done
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Authorize.net Settings page

Step 2
Click on the API Login ID and
Transaction Key link.
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Your API Login ID and Transaction Key are unique pieces of information specifically associated with your
pavment gateway account. However, the AP login 1D and Transaction key are NOT used for logging into
the Merchant Interface. These two values are anly reguired when setting up an Internet connection
hetween your e-cammerce VWeb site and the payment gateway, They are used by the pavment gateway 1o
authenticate thatyou are authorized to submit'eb site transactions.

IMPQRTAMT. The API Login ID and Transaction Key should not be shared with anyone. Be sure to store
these values securely and change the Transaction Key regularly to further strengthen the security of vour
account

For rmore information about the APl Login 1D and Transaction Key, please refer to the Reference & User
Guides or contact your Web developer.
Note - these fields have been

blacked out for security. In your
screen you should see actual
information; these fields will not be
blacked out.

APl Login 1D
AP| Login 1D Last Obtained:
Transaction Key Last Ohtained:

Create Mew Transaction kKey

*Required Fields

You may abtain a new Transaction Key as often as you wish by praviding your Secret Answer, You may
choose to disable the old ane immediately by checking the Disable Old Transaction Key{s) aption. Ifyou
do notimmediately disable the old walue, it will automatically expire in 24 hours.

Secret Guestion:

Secret Ahswer I -

™ Dizahle Old Transaction Key(s)

Submit Cancel |
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Authorize.net API Login ID and Transaction Key page

Step 3

You can view your API Login ID and follow the instructions to reset your
Transaction Key. You should only reset your Transaction Key if you are
sure it needs to be reset or for secutiry purposes as recommended. If
you do reset your Transaction Key be sure to record it in a safe place.
When you reset your Transaction Key you can choose to Disable Old
Transaction Key(s) or allow it to automatically expire within 24 hours.
Destwin needs your API Login and current Transaction Key to be able
to send transaction data to Authorize.net.
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